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Introduction 

The Air Force is losing the battle to defend cyberspace and each day the United States 

faces increasing threats and attacks against its networks aimed at the theft, manipulation, or 

destruction of information.  The loss of information caused by inadequate cyber security has 

inflicted unacceptable and often incalculable damage to US national and economic security 

interests.
1
  The Air Force has dedicated considerable resources trying to manage and secure 

information and information systems in cyberspace.  Air Force personnel have tried to create a 

number of secure operational environments in the cyberspace domain, all based on technology 

developed in the 1950s and 1960s for an open, highly fragmented, system centric, architectural 

environment.  One major problem with this approach is that the Air Force frequently fields 

systems and applications that are often outdated upon implementation and susceptible to attack 

in that open environment.  Another problem with this approach is that the infrastructure used to 

create the current environment was, in most cases, commercial off the shelf (COTS) products, 

designed and built by our adversaries.  Instead of this approach, the Air Force could redefine 

what is meant by an ―Air Force Operational Environment‖ and move to a more cloud centric 

approach where the priorities are set by the cloud and not by applications or individual needs.  

The Air Force should develop the doctrine, strategies, applications, and infrastructure necessary 

to create, defend, and dominate its own ―Air Force Cloud.‖ 

Implementation of an Air Force Cloud will affect the operational environment which 

includes the six phases of the kill chain process (find, fix, track, target, engage, and assess).  The 

systems that provide war fighters with the capability to execute the kill chain are connected by a 

common thread, cyberspace via the cyber network.  One of the objectives should be to reduce the 

                                                           
1
 Lewis, James A.,―Securing Cyberspace for the 44th Presidency‖. A Report of the CSIS Commission on Cybersecurity for the 

44th Presidency, Center for Strategic and International Studies, Washington, DC, December 2008.  
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latency in the kill chain in a contested cyber environment where US dominance has not been 

established.  Regrettably, the Scientific Advisory Board 2008 Cyber Study concluded that the 

Air Force mission is at risk and that the Air Force is not ready to operate in a contested 

cyberspace environment.  The Air Force must change its fundamental philosophy concerning 

cyberspace and overcome its challenges by achieving true integration, interoperability, and 

epistemological reliability in its networks.   

The Joint Chiefs of Staff defines ―cyberspace‖ as a ―domain characterized by the use of 

electronics and the electromagnetic spectrum to store, modify, and exchange data via networked 

systems and associated physical structures.‖
2
  This definition makes no mention of the internet, 

intranet, Non-secure Internet Protocol Router Network (NIPRNet), or Secure Internet Protocol 

Router Network (SIPRNet) which comprise some of the terms most often associated with 

cyberspace.  Deputy Secretary of Defense, Gordon England, later defined cyberspace as ―a 

global domain within the information environment consisting of the interdependent network of 

information technology (IT) infrastructures, including the Internet, telecommunications 

networks, computer systems, and embedded processors and controllers.‖
3
  There is now a 

distinction between the domain and manipulation of that domain by people and technology.  

With seemingly unlimited technologies and methodologies available to manipulate the 

environment to meet operational requirements, the Air Force is limited only by the skills and 

imagination of its personnel and its willingness to focus resources in this area.  Exactly how that 

is done by the Air Force is the foundation of this research, leading to identifying an effective way 

for the Air Force to shape a segment of the cyberspace environment in such a way to ensure 

epistemological reliability while fulfilling its war fighting mission.  Three basic research 

                                                           
2
 Joint Publication (JP) 3-13, Information Operations, 13 February 2006. 

3
 England, Gordon.  "The Definition of "Cyberspace."  Dep SECDEF Memorandum to Secretaries of Military Departments, 

et al., 12 May 2008. 
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questions are:  1) What portion of the cyberspace domain must the Air Force design and build to 

successfully conduct its core operations?  2) What is the best way to shape that segment of the 

cyberspace domain to conduct those operations?  And, 3) How can the Air Force implement this 

new Cloud? 

This paper will provide provocative answers to these three research questions.  It will 

start by examining the historical evolution of roles the Air Force has played in the cyberspace 

domain and some of the challenges created along the way.  It will look at the early days of the 

―World Wide Web‖ and later efforts by the Air Force to stand up a Cyber Command.  The paper 

will also examine recent policy changes at the Department of Defense (DoD) that have 

reestablished the Air Force organize, train, and equip (OT&E) role with respect to presenting 

forces and capabilities to the Combatant Commands for cyberspace operations and the 

challenges it still faces with operating and defending its own networks.  The paper will identify 

doctrinal and strategic changes that will have to take place to implement an Air Force network to 

meet its OT&E requirements in a secure environment.  It will answer the question of how to 

shape a secure operating environment and the resources and workforce required to make that 

concept a reality.  Lastly, the paper will present a five-step plan for successfully building a 

defense-based Air Force Cloud.  This plan will include:  1) Building the team; 2) Building 

security and survivability into the basic system engineering and architectural design of the 

Cloud; 3) Replacing core infrastructure with technology based on the new Cloud concept; 4) 

Designing security to be baked-in to applications in the development process and not bolted on 

later; 5) Instituting operational security by designing processes and systems that can survive in a 

contested cyber environment and which are self-healing in order to better recover from 
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damage/attacks.  In order to understand how to move forward, the Air Force must first look at its 

earliest beginning in cyberspace. 

Historical Background 

As the processing power of computers continues to grow at an exponential rate, the 

amount of information which can be stored and processed by these machines is also increasing.  

In the beginning, most of these machines were in a standalone configuration and the information 

had to be physically brought to the computer to be processed.  Built in 1946, ENIAC is often 

considered the first supercomputer; it used around 20,000 vacuum tubes and weighed over 30 

tons, taking up a tremendous amount of floor space and consuming almost 200 kilowatts of 

electrical power.
4
  The ENIAC led the computer field during the period from about 1949 through 

1952 when it served as the main computational workhorse for the nation’s scientific problems.
5
  

As was typical of the time, the Air Force often housed its computers in what was referred to as a 

block house, which was a large building with no windows.  The block house usually required one 

floor for the cooling equipment, one for all the tubes, one for the peripheral devices, and one for 

personnel.  Programs and data were inputted through devices called card readers which often 

took six to eight hours to process a single stack of cards at a rate of about 150 cards per minute.  

Then in 1958, the Seymore Cray's CDC 1604, the first in a series of Cray computers, was built as 

a fully transistorized supercomputer.
6
  As machine capabilities continued to grow and the value 

of the data stored in them began to be realized, the need to share this data became evident.  As 

has often been the case with advances in technology, the military, through the Rand Corporation, 

                                                           
4
 Weik, Martin H., The ENIAC Story, Ordinance Ballistic Research Laboratories, Aberdeen Proving Ground, 

Maryland, 1961. 
5
 Weik, Martin H., The ENIAC Story, Ordinance Ballistic Research Laboratories, Aberdeen Proving Ground, 

Maryland, 1961, 
6
 Calle, Dan, CS 3604 Assignment, Supercomputers, Spring 1997, 
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began to fund research to find a way to connect those individual computers so they could share 

their data. 

It could be argued that cyberspace came into existence sometime around 1969 when the 

Advanced Research Projects Agency (ARPA), later designated DARPA, first established the 

ARPA Network (ARPANet), a small network linking four similar mainframes at four different 

sites.  In 1972, Robert Kahn and Vinton Cerf released their paper on a new internet protocol (IP) 

that would allow incompatible networks to talk with each other on a much larger scale.
7
  This 

new protocol would act as an interface among networks to transmit data in such a way as to 

allow any application to run over it layered on top of any physical network.  By 1975, ARPANet 

had matured enough and grown to a point that DARPA turned it over to the Defense 

Communications Agency, known today as DISA, to manage.  A new protocol TCP/IP was 

successfully used in 1977 to link four networks together and in 1983, the ARPANet formally 

migrated to TCP/IP, also known as internet protocol version 4 or IPv4, and morphed into what is 

known as the ―Internet‖ today.
8
  The introduction of IPv4 might be considered the first true 

instantiation of cyberspace as we know it today with the term World Wide Web appearing later 

when browsers, such as Mosaic and Navigator, became common.  Around that same time, an 

unclassified military-only network split off from the ARPANet to conduct operations in a closed 

network without ―outsiders‖ viewing the information.  Called the Military Network, it remained 

connected only at a small number of gateways for exchange of electronic mail that could be 

easily disconnected for security reasons if required, eventually becoming part of the DISA 

                                                           
7
 ARPANET 1970s, Cybertelecom Federal Internet Law and Policy  

8
 ARPANET 1970s, Cybertelecom Federal Internet Law and Policy  
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Defense Data Network (DDN).
9
  The DDN was replaced in 1995 by the NIPRNet, SIPRNet, and 

the Joint Worldwide Intelligence Communications System, all of which are still in use today.
10

 

“World Wide Web” an Open Environment 

Wikipedia defines the World Wide Web, commonly shortened to the Web, as a system of 

interlinked hypertext documents accessed via the Internet.  The World Wide Web was created in 

1989 by English scientist Tim Berners-Lee, working at the European Organization for Nuclear 

Research (CERN) where he built all the tools necessary for a working Web: the HyperText 

Transfer Protocol (HTTP), the HyperText Markup Language (HTML), the first Web browser, 

the first HTTP server software (later known as CERN httpd), the first web server 

(http://info.cern.ch) and the first Web pages that described the project itself.
11

  In February 1993, 

the National Center for Supercomputing Applications, at the University of Illinois at Urbana-

Champaign, released the first version of Mosaic, which was to make the Web available to people 

using PCs and Apple Macintoshes, and the rest is Web history.
12

 

Since that time, the use of the Web has grown to a point that many people would find it 

hard to function without it.  This access to vast amount of data and information which traverses 

the electrons of the Web has substantially increased the speed and efficiency with which most 

people are able to complete their job; this is also true of the military.  It is the very nature of this 

instantaneous access which also presents a number of problems associated with security and 

privacy of the information involved.  Security firm BitDefender highlighted mobile malware, 

botnets, phishing, and identity theft as the main internet threats for 2008 and predicts an increase 

in targeted exploits of malware and money-driven actions, attempts to collect private databases, 

                                                           
9
 ARPANET 1970s, Cybertelecom Federal Internet Law and Policy  

10
 Grant, Rebecca.  Victory in Cyberspace. Arlington, VA, Air Force Association, 2007 

11
 http://en.wikipedia.org/wiki/History_of_the_World_Wide_Web  

12
 http://info.cern.ch/  
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financial information and internet banking details.
13

  The open architectural nature of the web 

makes it extremely difficult to find the perpetrators and, if found, prosecute them due to legal 

limitations.  Most laws today are based on physical boundaries such as state and international 

borders, none of which are relevant in cyberspace.  Anyone who has a computer and access to 

the Web can become a participant or troublemaker to the orderly flow of information, much like 

the rule of law in the days of the Wild West.  The world will eventually have to realize that if the 

web is to be a viable medium with which to conduct business, enforceable limitations on its use 

will have to be imposed and boundaries established or it will remain the domain of outlaws and it 

will be considered the ―Wild Wild Web‖ with little or no controls or boundaries. 

Provisional Cyber Command 

Understanding the need to control and dominate the cyber environment during military 

actions, the Air Force set plans into motion to develop an organization called Cyber Command.  

Towards that goal, the Air Force officially stood up a provisional Cyber Command on September 

18, 2007.  A provisional unit is a temporary unit organized to perform a specific task and is 

considered temporary because it does not have personnel assigned; personnel are attached to the 

unit from their home stations.
14

  Major General William Lord, Chief of Air Force provisional 

Cyber Command, gave his new troops a fairly narrow charge:  better operation of the Air Force's 

networks saying "It's about the Air Force's focus on the Air Force's protection and defense of the 

Air Force's command and control capabilities."
15

  His direction excluded computer network 

attack and computer network exploitation from the mission set of the provisional command.  The 

logic behind this approach is that the Air Force must be able to secure and defend its networks 

before engaging in attacks on, or exploitation of, opponent’s networks.  The next step for the Air 

                                                           
13

 James, Clement. The Main Internet Threats for 2008, 24 December 2007  
14

 Air Force Cyber Command (Provisional), Concept of Cyber Warfare, 26 November 2007  
15

 Shachtman, Noah, ―Air Force Wobbles on Plan for Cyber Dominance.‖ Wired - Danger Room. 19 June 2008.  
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Force was the activation of Cyber Command, scheduled to occur one year after the activation of 

the provisional command, giving the Air Force the time needed to put all the pieces in place for 

an operational command.  Before this could happen, questions began to surface about whether or 

not it was the Air Force’s mission to fly and fight in cyberspace. 

Current Air Force Supporting Role 

General Moseley, then Air Force Chief of Staff, released a new mission statement for the 

Air Force on December 7, 2005 which stated ―The mission of the United States Air Force is to 

deliver sovereign options for the defense of the United States of America and its global interests 

-- to fly and fight in Air, Space, and Cyberspace.‖
16

  Adding cyberspace to the mission of the Air 

Force created a great deal of discussion within the DoD.  Should responsibility for that mission 

be placed in the Air Force, another component, a combatant command, the DoD, or an agency 

outside the DoD?  Secretary of Defense Robert Gates addressed this issue in a memorandum he 

released on November 12, 2008, addressing command and control for the military cyberspace 

mission (Appendix A).  In that memorandum, he stated that there is a pressing need to ensure a 

single command structure is empowered to plan, execute, and integrate the full range of military 

cyberspace missions and that function will be under the operational control of the Director of the 

National Security Agency (NSA) in his role as the Joint Forces Combatant Commander for 

Network Warfare (JFCC-NW) under United States Strategic Command (STRATCOM).
17

  Under 

this new guidance, it is apparent that the Air Force role is not to fly, fight, and win in cyberspace, 

that responsibility has transferred to NSA as the JFCC-NW and it would seem the Air Force will 

once again have to adjust its mission statement to accommodate this new role.  The Air Force 

now must assume a supporting role to OT&E forces for the fight and then be ready to present 

                                                           
16

 Gettle, Mitch, MSgt, USAF, Air Force Releases New Mission Statement, Air Force Link, 8 December 2005 
17

 Gates, Robert M., Secretary of Defense ―SECDEF Memo C2 for Military Cyberspace Missions‖.  Nov 08 
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those forces to the combatant command when requested, mirroring the Air Force missions for air 

and space.  Key to accomplishing this is the ability to design and deploy a network, or Air Force 

Cloud, for the OT&E mission with adequate defenses to ensure its survivability/usability during 

cyber attacks.  Before the Air Force can design a Cloud, it must develop the doctrine and strategy 

to be followed during the design and operation of that Cloud. 

Defining Air Force Cyberspace Requirements 

Until now, the Air Force has been operating in the cyberspace domain in an environment 

that was developed without having its core mission as the driving force behind that development.  

This is in direct conflict with military theorists like Sun Tzu and Clausewitz.  Sun Tzu expressed 

this most appropriately, when he stated, ―If you know the enemy and know yourself, you need 

not fear the result of a hundred battles.  If you know yourself but not the enemy, for every 

victory gained you will also suffer a defeat.  If you know neither the enemy nor yourself, you 

will succumb in every battle.‖
18

  The core equipment and technologies, which comprise the 

foundation of the current environment, have been increasingly developed by individuals, 

corporations, and nation states that do not have the US domination of that domain as their 

priority.  This is highlighted by the recent newspaper reports of requests from other nations for 

the domain name servers to be moved outside the United States and out from under US 

operational control.  The speed of growth, increased reliance, and uncertainty of the cyberspace 

domain has created a dilemma for the Air Force.  How should the Air Force respond?  The Air 

Force must get back to basics and apply the same strategies and doctrine to the cyberspace 

domain which are applied to air, land, space, and sea domains. 

                                                           
18

 Sawyer, Ralph D., ―Sun TZU – Art of War‖. Westview Press Inc, Boulder Colorado, 1994 
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Define the Mission Requirements 

The first step in shaping this new operational environment is to define the requirements 

and capabilities an independent Air Force Cloud would have to provide to the Air Force and 

Combatant Commanders.  Obviously, it must be an enabler for the accomplishment of the Air 

Force OT&E mission for air, space, and cyberspace.  The Air Force must also be able to extend, 

field, and support an expeditionary capability of that Cloud for the combatant commander.  It is 

then necessary to identify those critical requirements unique to the Air Force, such as the reliable 

delivery of the Air Tasking Order, and the capabilities necessary to successfully meet those 

requirements.  This will require a fundamental shift in culture and ideology from an offensive to 

a defensive mindset.  Secretary Wynne would argue that in this context, defensive operations not 

only refer to information assurance and survivability of the network, but also to protecting the 

ability to conduct offensive operations, if necessary.
19

  This view purports that part of the Air 

Force OT&E mission is to prepare cyber warriors to conduct both offensive and defensive 

operations in a contested cyber environment.   

Inherent in that thought is the fact that, to train cyber warriors, the Air Force must have a 

cyberspace environment to conduct that training.  That does not mean that the actual internet as 

we know it today needs to be used for that purpose.  Just as the military uses simulators and test 

ranges to train for the air, land, and sea missions, a simulator or test range could be established to 

train cyber warriors as well.  If there is to be an offensive capability within the cyber warrior 

skill-set, the Air Force Cloud must also include connectivity to the rest of cyberspace for the 

warrior to conduct his or her specialty.  Combined, these highlight the requirement for an Air 

Force Cloud capable of meeting the OT&E requirements for air, space, and cyberspace, 

                                                           
19

 Wynne, Michael W. Secretary of the Air Force.  ―Flying and Fighting in Cyberspace‖. Air and Space Power Journal 

21, Spring 2007 
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defensible against our adversaries, expeditionary in nature, providing secure connectivity to the 

rest of cyberspace, and providing a training environment for future cyber warriors.  With this as a 

foundation for an Air Force Cloud cyberspace mission, it is necessary to develop doctrine and a 

strategic view on how it should be utilized. 

Cyberspace Doctrine and Strategic Defense Strategy 

A precursory look at AFDD 2, dated April 3, 2007, provides 25 foundational Air Force 

doctrine statements that are basic principles and beliefs upon which other AFDDs are built, none 

of which mention cyberspace.
20

  Most could simply be adjusted from reading air and space to 

reading air, space, and cyberspace.  Others would have to incur greater modification to 

accommodate this new domain.  It would also be necessary to add a statement such as  

―Cyberspace superiority is the desired state before all other combat operations. Attaining 

cyberspace superiority provides both the freedom to attack and freedom from attack, as well as 

ensuring freedom to maneuver.  Operating without cyberspace superiority radically increases risk 

to surface and air operations,‖ to the list to make it complete.  This statement, much like it did for 

air power, highlights the importance of gaining cyberspace superiority in the battles of 

tomorrow.  Just as air power increased the speed at which effects could be delivered, cyberspace 

now makes it possible to deliver effects in nanoseconds rather than minutes or hours.   

One of the greatest effects which cyberspace brings to the battlefield environment today 

is as an enabler of technology, enhancing the capabilities of air, land, sea, and space operations.  

As a result of this, all of the other domains have grown increasingly dependent on the 

information and links utilized through the cyber domain to complete their mission.  This means 

the epistemological reliability of the cyber domain must be assured before engaging the 

                                                           
20
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adversary in those domains.  The Air Force is working diligently to publish a doctrinal document 

associated with cyberspace in the form of AFDD 2-11, Cyberspace Operations, but only drafts 

have surfaced to date.  This effort must be accompanied by a new strategy to effectively and 

efficiently develop and utilize the cyberspace domain and the capabilities it brings to the table. 

The United States National Strategy to Secure Cyberspace lists three objectives: 

preventing cyber attacks against critical infrastructure; reducing vulnerability to cyber attack; 

and minimizing damage and recovery time once attacked.
21

  The objectives for the defense of the 

United States cyberspace environment provide an excellent foundation for developing a strategic 

defense strategy for operation of the Air Force Cloud.  In addition, the Air Force strategy should 

include the ability to ensure Air Force cyber warriors the operational freedom of action within 

the Air Force Cloud while denying adversaries the ability to do the same.  Once these 

requirements can be met, there must be an expeditionary capability to take the fight to the enemy 

and provide effects-based operations as required by the combatant commander.  All of the items 

listed above point to the development of an Air Force Cloud built with defensive capabilities in 

mind with a premium on survivability and operability in a contested cyberspace environment.  

What remains is the task of shaping the Air Force operational environment to meet the 

requirements identified above. 

Shaping an Air Force Cloud 

The Air Force must reverse many of the trends it has established over the last 15 years if 

it wants to establish an Air Force Cloud as described above.  Cyberspace will have to be looked 

at as a domain that does not belong to the Air Force.  Rather, the Air Force must be able to 

establish, within cyberspace, an area it can establish, control, and conduct offensive and 
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13 

defensive operations.  There must be limitations on the utilization of that space and the Air Force 

must develop the organic capability to establish, control, and fight within that domain with 

relying on outside sources to do so.  Much of the Air Force effort today is focused on offensive 

operations, probably due to the intrinsic war fighting nature of such operations within the 

domain.  This will have to change and efforts shifted to first establishing a secure domain, 

developed and operated by competent warriors capable of establishing and delivering effects in 

that domain.  The changes identified above are more that just surface changes, these changes will 

involve changing the very infrastructure, software, and systems, as well as the way they are 

developed and deployed in the cyberspace domain.  The first step in this process is establishing a 

defensive-based Air Force Cloud capable of surviving in a contested cyberspace environment.  

Design a Defensive Cloud 

The current Air Force global information grid (AFGIG) is based on an open architectural 

environment which inherently favors offensive actions.  For the most part, it was built with parts 

and software provided by industry partners who may or may not have Air Force security interest 

as a top priority.  Recent events with both hardware and software suppliers from other nation 

states have shown how vulnerable our dependence on others to produce these products has made 

the Air Force.  It would be impossible to shut down the AFGIG in today’s operational 

environment and start over without adversely affecting the mission of the Air Force.  Instead, the 

Air Force must begin to deploy a new AF Cloud, designed with defensive capabilities as its 

foundation and built with government designed or government off-the-shelf products.  The most 

critical assets and data could be moved to the new Cloud immediately, followed by less sensitive 

or critical requirements.  The design of the Air Force Cloud will be critical to being able to 

successfully migrate data and applications into it to ensure their security. 
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There are a number of ways to design the Air Force Cloud in such a way as to avoid the 

threats of intrusion or render them incapable of causing effects within the cloud.  For these 

actions to be effective they must be implemented at the physical, network, and transport layers of 

the OSI model in figure 1.  At the physical layer, the 

Air Force should build its own connectivity without 

utilizing commercial circuits and equipment.  The 

Air Force must develop an organic capability to 

produce the equipment and programming necessary 

to ensure its reliability and security.  At the network 

layer, the Air Force could develop a new protocol 

stack specifically for use by the DoD based on 

sessions rather than the packets currently utilized by 

TCP/IP.  As discussed earlier, the current IPv4 

protocol was implemented in 1983 and is considered an outdated and unsecure protocol.  The 

military would have the option of developing its own protocol, maybe an IPgov in which various 

security features like IP security and geo-location could be built in and shared across the federal 

government, while still maintaining a linking capability with both IPv4 and the newer IPv6 (not 

yet widely used).  Another option would be to hide all of our assets other than the gateway 

equipment behind a network address translation (NAT) and proxy schema.  At the transport 

layer, error-free transmission requirements, as well as end-to-end user authentication, can be 

written into the session-based protocol used.  An example might be using Session Initiation 

Protocol (SIP) which is designed to address the functions of signaling and session management 

within multimedia communications.  All of these options, and more, will be discussed in greater 

Figure 1 OSI Reference Model 
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detail during the implementation plan section of this paper.  Only when the new Air Force Cloud 

is operational can the Air Force begin to migrate its information and applications, starting with 

its most critical and sensitive assets.  In order to successfully do that, the Air Force must have a 

qualified workforce capable of operating and maintaining its new Cloud. 

Develop a Cyber Workforce 

Air Force Chief of Staff, General Michael Mosley, tasked the service to ―Provide combat 

ready forces trained and equipped to conduct sustained offensive and defensive operations in 

cyberspace.‖
22

  The Air Force is trying to resolve this particular problem, although it has a long 

way to go to make up for some of the issues caused by previous budget cuts and downsizing 

efforts.  In April 2008, the Secretary of the Air Force signed ―The Air Force Roadmap for the 

Development of Cyberspace Professionals 2008-2018,‖ creating a long-term vision for cyber 

warriors.
23

  This document grants authority for the development of 17D and 1BXXX Air Force 

Specialty Codes (AFSCs), identifies concepts of how to develop future cyberspace forces, and 

calls for the creation of a new Cyber Technical Center of Excellence to synergize efforts in the 

cyber domain.  This effectively creates two well-defined areas within the new AFSCs: cyber 

operations for the 17D, 1B0, 1B3, and 1B4 AFSC’s and cyber systems and maintenance for the 

1B1 AFSC. 

The current plan is to provide training to the cyber operations AFSCs to prepare them to 

conduct cyber operations.
24

  Based on this plan, the 17D, 1B3, and 1B4 would first attend 

undergraduate Cyber Warfare training consisting of a little academics and a lot of hands-on 

exercises and scenarios, operationally focused where officer and enlisted operators share 
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common core training and split out to appropriate tracks.
25

  This is a point which could be 

considered problematic since you could have enlisted personnel who are trying to employ air 

power doctrine with no training in that area.  A recent speaker at Air War College also presented 

another problem with enlisted personnel filling these positions.  In the joint environment they are 

often not taken seriously by field commanders; some do not even get a seat at the discussion 

table.  In this respect, it is important that our cyber warfare operators, both offensive and 

defensive, be filled with military officers familiar with the application of air power and who have 

the authority to execute the commander’s intent.  

The 2008 AF/A3O Roadmap for Developing Cyber Professionals states that the Air 

Force will produce professional Airmen with the ability to establish, control, and leverage the 

cyberspace domain.  It discusses the development of a Cyberspace Warfare Officer (CWO) 17D 

career field and then details how current 33S and 12X career fields will be converted to meet 

those needs.  This is the wrong approach; it does not provide a true CWO classification capable 

of fulfilling the Air Force’s needs.  Currently, a 33S officer can hold almost any degree, 

including those unrelated to computers.  A college-level algebra class does not provide the 

foundation necessary to perform the tasks required to establish, control, and leverage the 

cyberspace domain.  This approach only focuses on operations within an already established 

domain and does not provide an answer for the need to establish the domain.  There should be a 

minimum of two specialties within the CWO career field, a 17B and a 17D.  One with the skills 

necessary to establish and control the cyberspace domain and the other capable of leveraging that 

domain through offensive and defensive operations.  Each of these specialties should have a 

unique set of requirements necessary for entry. 
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All CWO 17B officers should be required to have a computer programming or 

electrical/computer engineering degree.  They should also be provided specialized training to 

equip them with the necessary tools to establish and control the new Air Force Cloud.  All CWO 

17D officers should be required to have a computer engineering or computer science degree.  

They should also be provided specialized Air Force cyber training to equip them with the skills 

necessary to leverage the cyberspace domain by conducting offensive and defensive military 

operations in cyberspace.  While this would require a substantial investment, it is the only way to 

provide educated and trained combat forces capable of fighting in the cyberspace domain.  CWO 

17B and 17D career fields, independent of the 33S career field, should be established.   

The establishment of a new Air Force career field, with the requisite education and 

training programs, could take years to accomplish.  

Complicating matters is the decline of available civilian sector 

computer science candidates for entry into a CWO training 

pipeline (see Figure 2).  To overcome this challenge, the Air 

Force should consider leveraging the Air Force Institute of 

Technology undergraduate program along with programs like 

the Advanced Course in Engineering (ACE) Cyber Security Bootcamp at Rome Labs to expand 

the pool of eligible candidates for the CWO 17B and 17D career fields.  The ACE program 

focuses on future cyber warfare through technology-driven tactical cyber offense, threat-driven 

operational cyber defense, and policy-driven strategic effects based on commander’s intent.  This 

program could be used to develop the requirements and foundational courses for undergraduate 

cyber training similar in nature to the current undergraduate pilot training program.  Simulators, 

Figure 2 Pipeline of Declared CS Majors 
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such as Black Demon and Bullwork Defender, could be utilized to provide realistic cyberspace 

training involving current military objectives and rules of engagement. 

Attracting and retaining cyber warriors capable of operating in and dominating a 

contested cyberspace environment will take careful planning on the part of the Air Force 

personnel system.  It must develop a realistic career path capable of providing advancement 

opportunities for the CWO 17B and 17D officers at all levels within the chain of command.  This 

career path must include active duty service commitments for each level of progression along the 

path to ensure the Air Force can reap the benefits of these efforts.  This process should also 

include DoD civilians of equivalent grades capable of providing continuity during the 

transitional and deployment periods often experienced by active duty officers.  The backside of 

this process must include incentives of sufficient value to retain these highly trained cyber 

warriors.  The Air Force cannot afford to expend time and resources to educate and train these 

individuals only to have them exit the service for civilian sector jobs which offer higher pay and 

better incentives.  The personnel system must look at these individuals as an investment in its 

future, an investment which can provide great dividends in the long run if managed correctly.   

With the 1B1 AFSC, the Air Force has done a great job at identifying core requirements, 

developing new career fields, and a career path for future cyber system maintainers.  Each new 

cyber maintainer will receive a ―Cyber Fundamentals‖ course similar to current maintainers 

receiving Electronic Principles before progressing on to their core courses to learn their specific 

AFSC.
26

  In addition to these courses, the Air Force should consider providing supplemental and 

advanced cyber warrior courses to ensure its Airmen have the latest skill sets available and are 

proficient in applying those skills.  Additionally, more work needs to be done in identifying 

facilities and instructors to provide the new cyber training, where these AFSCs will fit within the 
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current Air Force organizational structure, and the number of each AFSC which will be required 

to accomplish its assigned mission, not to mention the support structure required for such a large-

scale change in deployment capabilities.  The current landscape will look completely different 

and the way it is conceptualized by the workforce will have to change also. 

Create a New Mindset 

Changing the parochial attitude of the Air Force as it relates to cyberspace and the 

mission it will perform in that environment will take both time and effort on the part of senior 

leaders.  Defensive cyber operations are vital to protecting, preserving, recovering, and 

reconstituting cyber related capabilities before, during, and after an adversary attack.
27

  Like air 

and space, cyberspace is unrestricted by boundaries and has the ability to extend the battlefield to 

the US homeland.  It has also become a great enabler for other warfighting capabilities employed 

in the other domains.  For these reasons, it is extremely important to protect the Air Force’s 

ability to effectively utilize cyberspace in its application of force.  This is a paradigm shift from 

the inherently offensive nature of air operations and the glamour associated with computer 

network attack.  It will also take a considerable amount of new technology, increased budget 

expenditures, and a greater reliance on internal development to ensure the reliability of an Air 

Force Cloud.  Change of this type will require a review of all of the IT assets and systems within 

the Air Force and conscious effort to develop a prioritized list based on mission requirements.   

An organization as large as the Air Force is unlikely to change overnight.  It will take 

time to develop some of the hardware and software necessary to implement the changes listed 

above, as well as to educate and train future cyber warriors for the tasks that lie ahead.  There 

will be an interim period where both the AFGIG and the new Air Force Cloud will be utilized.  
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During this period, legacy systems can be evaluated for relevancy and currency of application 

and decisions can be made on whether to migrate them to the new cloud or to develop new 

applications for those processes within the new Cloud.  Just as with other changes, this process 

must be undertaken in a series of steps, each building upon the other until the process is 

complete.  It is important to identify the steps prior to implementation to ensure that all involved 

in, or affected by the change, have an opportunity to have an input into the plan. 

Air Force Cloud Implementation Plan 

Unfortunately, the message about the real cyber threats and the steps necessary to avoid 

or prevent them is not getting the traction it deserves within the Air Force.  Dr. Kamal Jabbour, 

senior scientist at Rome Labs and a key participant in the 2008 Scientific Advisory Board Cyber 

Study, stated that the Air Force is not ready to operate in a contested cyber environment, putting 

the Air Force mission at risk.  A lack of focus by the Air Force on the development of cyber 

forces and capabilities has also hindered the service’s presentation of these key enablers to the 

joint warfighter.
28

  This conclusion highlights the first step necessary in implementing a plan for 

building an Air Force Cloud; assembling the team of professionals capable of establishing the 

new Air Force Cloud and setting priorities for the events necessary to do so.  It will also take a 

considerable amount of new technology, increased budget expenditures, and a greater reliance on 

internal development to ensure the reliability of an Air Force Cloud.  Change of this type will 

require a team effort, a review of all of the IT assets and systems within the Air Force, and a 

conscious effort to develop a prioritized list based on mission requirements. 
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Step 1 - Build the Team and Set Priorities 

Making the changes identified above will encounter substantial resistance from many of 

the AFGIG operators today who believe they are adequately protecting Air Force assets with the 

systems in place today.  Establishing a team to champion the effort to establish a new Air Force 

Cloud is key to creating a foundation for success.  The team must be composed of qualified 

individuals who understand and support the need for change in this area.  This team must be 

capable of thinking outside the box and designing a Cloud built with organic assets capable of 

implementing the commander’s intent at cyber speeds.  There are a number of organizations 

whose participation as part of this team is essential:  DoD, Rome Labs, AFCA, ACC, AFSPACE, 

AFNETOPS, GCIC, STRATCOM, and others.  The first task for the team will be to identify all 

of the cyber assets currently in the Air Force inventory and develop a prioritization process for 

the assets related to mission needs. 

Every asset in the Air Force inventory can be categorized according to its critical nature 

in the accomplishment of the mission.  Command and control systems would be high on the list 

of critical systems during a conflict.  The Air Force must begin the process of identifying and 

prioritizing its IT assets, determining which are critical to the mission and which are nice to 

have.  This same process must also be applied to the information stored and transmitted across 

those systems as the components within a system such as the processor, memory, or peripheral 

devices.  The real questions become: what items is the Air Force willing to risk being without 

during a cyber war?  What information is it willing to lose or do without?  Risk can be defined as 

a function of the likelihood of a given threat exercising a particular potential vulnerability.‖
29

  

This means the Air Force defensive efforts will go to ensuring the survivability of its most 
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critical assets first before all else.  As an example, a core router in the conflict area would be 

more critical than at an individual desktop at a stateside base.  Once all of the assets have been 

prioritized, designing architecture to support those requirements and engineering the systems 

necessary to meet those requirements in the new Cloud is the next step. 

Step 2 - Build Security into System Engineering and Architecture 

Confidentiality, integrity, authentication, attribution, and availability are system 

properties that must be built in during the systems engineering process and during system-of-

systems design.  The later in the system lifecycle development process that security is added, the 

greater the cost of doing so will be and the probability of getting things right the first time 

decreases.  It is important to have a process 

that continually assesses the information 

protection and security measures throughout 

the engineering and architectural process.  

Figure 3 shows a six-step process that 

continually assesses information protection 

effectiveness and heavily involves the user 

from start to finish. 

The process includes identifying information protection needs at the beginning and using 

that to define what security requirements will be necessary to ensure those needs are met.  Only 

after these issues have been addressed can the architectural and engineering process take place, 

each with a link to user and security to ensure their needs are still being met.  Even as one enters 

the implementation stage of the process, there are checks to make sure that security has not been 

compromised and the user’s needs are being met.   
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Information

Protection

Needs

2. Define

System

Security

Requirements

3. Design

System

Security

Architecture
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Security

Design
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5. Implement

System

Security

Figure 3 System Design Process 
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Step 3 - Build Organic Core Infrastructure for new Cloud 

The Air Force currently has over 100 individually configured base enclaves that are not 

interoperable; each has its own access points to the outside world and internet.  Control of these 

access points is critical to ensuring security as the Air Force begins to develop an organic core 

infrastructure for the new Air Force Cloud.  The Air Force has taken the first step necessary to 

do this by establishing 16 gateways or ―logical touch points‖ between the AFGIG and other, non-

Air Force entities (both on NIPR and SIPR) as depicted in Figure 4 below.   

The problem with this is it only addresses the network layer.  Physical connections at 

each base still go through hundreds, if not thousands, of commercial circuits before linking back 

up at the 16 gateways.  It is important that the core infrastructure of the new Cloud be built with 

all layers of the OSI model in mind.  Simply limiting access at a logical layer does nothing to 

prevent access at the physical, transport, or application layer.  Each layer hidden in a different 

packet, not readily accessible or viewable by all layers, only complicates the security process of 

current cyberspace platforms.  The Air Force must be willing to look at the very devices and 

Figure 4 New Gateway Configuration 



 
24 

techniques utilized to transmit data if it wants to change the operational environment to one that 

is controllable and defensive in nature. 

If access to this new Air Force Cloud is to be limited, a holistic approach looking at the 

physical, application, network, and transport layer must be utilized.  This could include, but not 

limited to, going to centralized security screening for untrusted traffic (firewalls, web proxies for 

inbound and outbound traffic), developing a new version of the internet protocol stack based on 

Air Force mission requirements, or utilizing NAT and proxy schemas to hide our assets in 

cyberspace.  The good news with NAT is that it has way of causing incoming session connection 

requests not work because when a session request comes in from the outside, the NAT device 

doesn't know to which internal host this request should go.
30

  This could be implemented today 

and would prevent many of the standard threats faced on the network without creating a problem 

for internal communications or outgoing session requests generated internally.   

Changing from packet-based protocols to session-based protocols is also an option.  As 

discussed earlier, using Session-Initiation-Protocol (SIP) which is designed to address the 

functions of signaling and session management within multimedia communications or a similar 

type protocol is a viable option.  Signaling allows link information to be carried across network 

boundaries for positive identification of end-point users before access is granted.  Session 

management provides the ability to control the attributes of an end-to-end call.  Point-to-point 

session-based protocols could determine the location of target endpoints through address 

resolution, name mapping, and link direction.  They would allow for identification of endpoint 

capabilities and security levels and restrict transmissions to only those classifications authorized 

for that endpoint user.  These session-based protocols could be configured to eliminate multi-

party connections when security requirements necessitated doing so, requiring the termination of 
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both endpoints whenever one end was lost.  Another aspect of limiting access to the Air Force 

Cloud is to ensure it is only used for official business. 

Gone are the days when the Air Force can afford to let its employees surf the Web for 

sports, shopping, and the myriad of other actions personnel are performing on the web each day 

that are not mission related.  Not every desktop or laptop in the Air Force requires access to non-

military sites for their daily duties, with most sites needed being behind the portal.  This goes 

back to step 1 of this process where the mindset with the Air Force must change.  Internet access 

from Air Force systems is not a right, but more of a privilege that has restrictions on its 

application which has been abused or misused by many Air Force members.  The rigor built into 

the core infrastructure identified above must also be carried over to the development of 

applications. 

Step 4 - Build Application Security throughout Lifecycle 

History has taught us that the Air Force focuses on a very small area of application 

security prior to deployment and even less after 

it is deployed.  The Air Force must learn to 

expand its focus to include all phases of an 

applications lifecycle, from development through 

deployment and decommissioning.  In the 

context of applications security, the Air Force 

should use the model shown in Figure 5 to ensure all known, necessary aspects of applications 

security are adapted for full coverage—no ―gaps.‖ 

Applications need to have security baked in, not bolted on after development.  Trying to 

make corrections to the entire code base after development is complete can be problematic and 

Figure 5 Building in Security during Entire Project 
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cause software failures and vulnerabilities.  The Air Force needs to take responsibility for the 

development of software programs that handle or process its most sensitive data and not rely on 

COTS or private companies for this.  By building or developing its own applications, it will be 

easier to utilize emerging polymorphic technologies to defend them.  This will also allow for an 

easier transition to effectively operate and defend the Cloud once established. 

Step 5 - Build Operations Security 

The Air Force has long known the advantage of maneuver on the battlefield, but has 

failed to translate that to the cyber environment.  It has used static IP addresses for its most 

critical equipment for years, basically providing its adversaries with a fixed target upon which to 

focus.  Technology is available to change this to polymorphic systems with agility and diversity 

built in which continually changes addresses, aka maneuverability.  Often unreadable by the 

normal computer user with terms like ―A fast and provably secure polymorphic block cipher 

consisting of a three-round Luby Rackoff pseudorandom permutation generator with a 

decorrelation stage employing a large number of interdependent pseudo-random number 

generators, combiner routines and permutation functions,‖ these technologies are gaining in 

popularity.
31

  Polymorphic techniques will allow unrestricted virtual maneuverability of data and 

assets in such a manner as to avoid threats by not staying in place long enough to become a 

target.  Incorporated within polymorphic capability needs to reside a formally verifiable instance 

of commander’s intent, rules of engagement, courses of action, and Air Force policy that can 

react within nanoseconds of the onset of a cyber attack.
32

  The Air Force needs to embrace this 

new speed of warfare where a perceived view of reality may be only partially correct and trusts 
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between man and machine is the inherent realm of the cyber warrior.  A successful cyber 

strategy depends on the commander’s ability to deliver timely effects and power assets to 

dominate the enemies decision cycle and exploit opportunities as they evolve in the 

unpredictable ―Fog and Friction‖ of war.
33

  Automated cyber capabilities allow the commander 

to establish priorities ahead of time, build in commander’s intent into those capabilities, and 

operate with those capabilities at cyber speed.  Only with these types of technologies can the Air 

Force hope to operate in a contested cyberspace environment to ensure it will be the key enabler 

it was designed to be. 

Summary 

Accepting cyberspace as a new warfighting domain implies the need to develop new 

doctrine and strategies to fly fight and win in that environment.  US adversaries are much aware 

of Air Force increasing dependence on cyberspace and are looking for ways to exploit that 

dependence.
34

  What the Air Force has done to date in cyberspace has had limited success in 

securing its networks and the current network attack-focused mindset must change.  Our first 

challenge in cyber warfare will likely be to survive an initial attack, recover in a contested 

environment, and then defeat our adversary.
35

  A meaningful strategic defense strategy is 

possible in cyberspace, without relying on the use of force for self-defense.  The first priority in a 

defense-oriented network is to avoid the threat if at all possible, if not, then one must try to 

defeat the threat, and if that is not possible, then one needs to be able to survive the threat and 

continue to operate.  The Air Force must create a trusted platform to conduct operations in 

cyberspace and instantaneously engage/defeat threats and attacks with systems and information 
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that can survive in a contested domain, as well as recover from damaged assets when necessary.  

This all has to happen in a matter of nanoseconds, the speed of the 21
st
 century. 
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Appendix A 

THE SECRETARY OF DEFENSE MEMORANDUM 

 

SECRETARY OF DEFENSE 
1000 DEFENSE PENTAGON 

WASHINGTON , DC 20301 -1000 

IIWU. 

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS 
CHAIRMAN OF THE JOINT CHIEFS OF STAFF 
UNDER SECRETARY OF DEFENSE FOR POLICY 
UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE 
ASSISTANT SECRETARY OF DEFENSE FOR NETWORKS 

AND INFORMATION INTEGRATION 
COMMANDER, U.S. STRATEGIC COMMAND 
DIRECTOR, NATIONAL SECURITY AGENCY 

SUBJECT: Command and Control for Military Cyberspace Missions 

There is a pressing need to ensure a single command structure is empowered to 
plan, execute, and integrate the full range of military cyberspace missions. To this end, 
effective immediately, Commander, USSTRA TCOM is directed to place Joint Task 
Force-Global Network Operations (JTF-GNO) under the operational control of 
Commander, Joint Functional Component Command-Network Warfare (JFCC-NW). 

The officer serving as the Director, National Security Agency (DIRNSA) retains 
the duties and responsibilities previously assigned as Commander, JFCC-NW. 

The officer serving as the Director, Defense Information Systems Agency (DISA) 
will continue to serve as Commander of JTF-GNO and will remain responsible for 
providing the JTF-GNO network and information assurance technical assjstance as 
required. 
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